Matthew1471- Security, Dependability, Portability

Intro

Something’s just aren’t taught, you have to learn them from experience, sure the information exists, but do you know where to look? Most computing books treat the readers as idiots, that is the biggest mistake! Anything can be explained to anyone provided it is made simple enough to understand. Why should books treat readers like idiots if the reader is willing to learn? Sometimes the reader has more experience than the author! We're talking doctors, psychologists, brain surgeons, teachers and business owners and executives, but they don’t get taught skills for life, they just get told to how to use the mouse to click., without being told what they could click or why they might want to.

That said there are 2 points to make. Firstly I appreciate although I am aiming this book at intelligent people, each person will have had varying experience on computers, so apologies in advance if im retelling you about the wheel. Secondly, I appreciate you might not want to read the whole book, just read the chapters you most want to read or will be most beneficial to you.

On to the magic

So what now?

We will start from the beginning, you have a new PC (whether you have a new one or not is irrelevant throughout this book) How fast your friend's is, is irrelevant because this one is yours, pretty neat huh?

You probably didn't have a specific goal in mind of using it, maybe you did, but more than likely you listed "Surf the Internet, Send e-mails, Play games & Word process / work on those large accounts". 

General : Importance Of Programs

Try and imagine a electronic translator that can only translate english-english, sure your seeing the way it works and looks, but your not using it to its potential

Like a car without petrol, a computer without good software looks good, does nothing

There’s a painfully old cliché "A worker always blames his tools" I'm not excusing incompetence but a builder without cement or the proper tools cannot build houses, it's a known fact, just like you can't word process without a word processor. The point I am making is you need a wide range of software to do anything.

Which do you favor, the worker who has too many tools or the one with not enough? 

Software is defined as "[1] n. - (computer science) written programs or procedures or rules and associated documentation pertaining to the operation of a computer system and that are stored in read/write memory" basically its just a list of instructions from "If User enters two numbers, add them" to "If User clicks button 23 then make all highlighted text look bold."

One huge big point in an annoyingly eye appealing italics. Do not install rubbish incase that was not annoying enough we'll try bold, do not install rubbish there is no point adding things to your computers storage space that you will never use, but install programs that you might need to use, some of the best things I’ve ever learnt are from examples

Examples of good products :

· Microsoft Office

(Word Processing, Spreadsheets, Presentations, Publications)

· Jasc Paint Shop Pro

(Concise image editing software, so concise I only know about 10% of it, Cutting out small areas, adjusting brightness/contrast, sharpen, blur etc)

· WordWeb

(Dictionary)

· Winamp

(Play music files)

a reputable place to find software is Download.com, the best thing about Download.com is that someone else would have already tried a program and rated it good or poor, this saves time.

Some free software, you have to hand it to the creators, is impressive. I have seen some incredible software you need not pay a penny to run, but usually there is a far better and more productive product you pay for. People are greedy, if they make a "killer application" and could make money out of it, the majority will.. And for some fair priced & incredible software it is only fair

Security : The Bad Software 

(Viruses, Trojans, Adware)
People never used to know about viruses, but now thanks to the media everyone has heard of them. But how many of them know what they actually are? Everyone knows they are "bad" but what are they? Well firstly they do not destroy your computer, but they will destroy all your saved work, this is what makes them bad, they can also destroy the program that runs your computer by removing files (A list of code) that your operating system (Usually "windows") needs to run. Of course you can start a fresh and format (The removal of all data on a disk) and re-run your operating systems setup CD but if your company or home computer is crucial to your everyday work then spending 7 hours re-setting up your computer is hardly something you wish to do.

Data is crucial, by data I am referring to your pictures, videos, music, spreadsheets and that rather long report or assignment you've been working on. Say you spent 30 hours making a 90 page report on the efficiency of your business in comparison to its rivals and the only copy you have saved is on your computer, then you double click a program designed to remove as many files on your computer as it possibly can and your report (due in next week) goes with it & now your faced with a 20 hour reinstall & configuration and the prospect of spending another 30 hours writing your report from scratch...well put it this way, happy wouldn't be how i'd describe you as.

There are no viruses that are run in windows that can permanently damage your computer beyond repair.. 

Viruses can also try to annoy you, they can shut down your computer at random intervals and display random and confusing messages and other things stopping you from using your computer the way you want to.

Viruses get their name from a medical term, they spread dis-ease to other people, if they didn’t spread they wouldn’t get on as many computers as they manage to.

Viruses often open up the address book on your computer (Or scans all files for e-mail addresses) and then attempts to send itself as many times as it can to as many addresses as it can. This is sometimes noticed by your computers hard-drive activity light (flashes every time your computer is trying to find data on your disk) and a degraded Internet connection

There are 3 other concerning types of malicious programs

Trojans - These allow anyone to retrieve a file or document on your computer, or have complete control over it .. More often than not, over the Internet. They are designed so you don't even notice them running, Trojans allow just about anyone to remotely control your computer and monitor what you are typing on your computer (Why might they want to do that? Well remember that time you used your unlimited spending visa card to book that holiday? Well with a Trojan someone’s got access to a list of every single key you pressed) Trojans matter to your companies secrets, Trojans matter to your usernames and passwords, Trojans matter to your Visa card balance. They're called "Trojans" (Or "Trojan Horses") because of Greek stories about an army hiding inside a giant horse so they could get past the unsuspecting gatekeepers and destroy the city of troy and cease control from the city people of troy.

Ad-ware - These are programs that popup internet windows promoting products even when your not using the internet to show you adverts, or collect your e-mail address and sell it on, they slow down your computer and bombard you with junk. Some try not to let you know they're even there

What can be done? Well viruses are now illegal under laws all over the world, Trojans are also illegal, provided you can prove it, the distributor would be prosecuted and receive a hefty prison sentence

The simple way to not get hit by an attack is to keep your software up to date and "patched" (Replacing files which the programmer is aware of any bugs which allow malicious code to be run, pass worded documents or programs to be unlawfully accessed or just simple mistakes which could (under certain circumstances) make a program close without warning.) Windows has minor patches everyday, after a while a "Service Pack" is released full of a big batch of security fixes and other fixes.

Secondly, install virus protection, not having Anti-virus software installed, running (and up to date) is asking for trouble. Get a reputable product, I could never trust a free product. It's important to know what "Anti-virus" is so you know the advantages and disadvantages.

Anti-virus software works by monitoring what programs do and what the name of the program and its make-up (or for the advanced, a checksum) is compared to a list of bad programs it knows about. They must catch about 98% of all known viruses and Trojans, but they require constantly updating so they are aware of new ones, the parts it updates are known as "Virus Signatures" or "Virus definitions" most good Anti-virus products automatically update themselves every time your online. (Norton has a "Live Update" feature.) If your virus protection is not up to date, you are only protected from old viruses (next to useless) once virus writers learn that their virus program is now detected, they most often make a new one anyway.

Lavasoft have a well-known product that, like Anti-virus, has a list of "Bad Programs" that contain Ad ware. Once an Ad-Aware scan is run it deletes these malicious programs for you.

· Install Anti-Virus (And Update it virtually weekly)

· Run Patches for your computer's operating system and programs (especially service packs)

· Install Ad-Aware (And run it monthly)

Security : The Firewall, What Is & Why?

Computers are designed to be networked (linking two computers together) the Internet itself is a network. Your computers operating system (the program that runs your computer) allows you to share files and listens for connections so it can share files, on the Internet this is a bad thing. A firewall monitors connections to your computer and if they're from the internet and are asking for files or are trying to ask for things like a listing of computers on the network or aggressively trying to find out what programs on your computer are waiting to be connected to, it blocks them and completely ignores them.

A firewall gets its name from the way it works, imagine a solid brick wall between me and you, we're now completely secure from each other, now say I wanted to talk to you, the firewall would drill a little hole just big enough for my packets (pieces of data or communication) but not let anything else through. That's how a fireproof wall or Computer Firewall works. Computer criminals have programs that try connecting or breaking into as many computer addresses as they can, attacks can happen every 15 minutes

· Use a firewall to monitor incoming data

Anti-Virus Software compliments Firewalls but they don't replace each other. A firewall locks down network services being available on the web so that they cannot be broken into by bugs in the operating system or by a user accidentally sharing and allowing all users to view a file or folder. They also provide control, "Would you like X to connect to the Internet?" "Would you like X to serve on the Internet?" If your Anti-Virus company aren’t aware of a new virus and you get hit, your firewall will help you stop it from spreading "Would you like WindBVi.exe to transmit e-mails?" now if your not running the program WindBVi for example, and this has just happened as your surfing a web page, your going to want to hit "No" right away. 

A firewall offers inbound and outbound protection

Security: Passwords

· Always set passwords and never leave them blank.
· Don't use important passwords on less reputable sites (They can be read by the owners)

· Never use real words because password guessing programs will always try them first

· The longer you make your password the better and the longer it will take a criminal to try all possible combinations.

Security: Guest Account

Always disable the guest account, although it's a limited account, it can still run all your programs and get into your machine (It would be easy to try to exploit your computer into thinking the guest is you) why let them get past the login box?

Further Info: Disable the "Guest" in Windows XP's "User Accounts" program, which you will find in the control panel

Performance: Disk Defragmenter

Performance: Start Up Programs

Performance: Check Disk

Performance: Weekly Rituals

· Disk Defrag all hard-drives

· Check For Updates to your Virus-Protection

· Scan For viruses

Performance: Monthly Rituals

· Check Disk

· Scan For Ad Ware

· Observe startup Programs

Performance: Yearly Rituals

· Look for updates to existing favorite software, e.g. Norton AntiVirus 2005, Perfect Disk Version 12, Windows XP Service Pack 3... Nero 12
